
59 
 

SECURITY ASPECTS OF USING BLOCKCHAIN  

IN MANAGING HEALTHCARE INFORMATION 

Liz George  

St.Josephs College of Engineering & Technology,  
Kottayam, Kerala 

Jubilant J Kizhakkethottam 

Saintgits College of Engineering,  

Kottayam, Kerala 

 
Abstract 

Blockchain has come a long way since its introduction in 

2009, as the underlying technology which implements the 

perception of distributed ledger in the first digital currency, 

bitcoin, proposed by Satoshi Nakomoto. The immutable and 

decentralized nature, along with the security it provides by 

means of the cryptographic concepts caused the upsurge of 

blockchain, makes it apt to apply in many thriving domains 

like finance, supply chain, education healthcare etc. 

Digitization in healthcare have resulted in massive volume 

of electronic records about patients. Popularity of IoT 

technology and cloud computing provided better options in the 

collection and storage of medical data. The security of health 

information in cloud systems has always been a concern. The 

security and privacy of the medical records, its easy access 

and control by patients in transparent way can be realized by 

using blockchain technology. This article analyses the 

possibilities of integrating blockchain technology to various 

healthcare applications and various approaches adopted to 

ensure the security and privacy of data. 
Keywords: blockchain, healthcare, security, interoperability, 

privacy 

1. INTRODUCTION 

Innovation of technology in the past decade has prompted 

and brought progressive changes in health care domain. 

Incorporating IoT technology in health care has witnessed 

the implementation of remote health monitoring, using 

sensors attached to patient’s body [1].Automation of medical 

records and medical insurance claims has improvised the 

data management and guaranteed better health care service 

to patients. These new changes in the clinical field have 

resulted in producing huge volume of medical data. The 

storage, security and interoperability of this data became a 

primary concern. The cloud computing services have been  

incorporated tostore these large volumeofmedicaldata. 

Butthesecurity and interoperability of this  data in the cloud 

has been a major challenge. Numerous solutions werere 

commended from time-to- time toresolve theissue. 

Butmostof these solutions relayed on a centralized system 

[2] and doesn’t guarantee the security of the medical data 

whilst sharing it. 

The blockchain era is cutting-edge in this regard. The 

decentralized and immutable nature of blockchain, alongside 

the cryptographic techniques used to secure records makes it 

suitable for handling medical records in a secure way and 

warrant its interoperability. Interoperability facilitate the 

trade of health-related information among healthcare 

providers and patients consistently, securely and efficiently 

[3]. Depending upon the requirements of the different 

participants in health care applications (patients, doctors, 

Insurance companies, hospitals), blockchain applications can 

be designed to be public, private or hybrid to cater their 

respective needs. The implementation of interoperability of 

the medical data ought to be in compliance with the 

regulations specified by HIPPA or GDPR. [4] 

2. MAJOR CHALLENGES IN HEALTH CARE 

APPLICATIONS 

Theprivacyofpatient’spersonalhealthrecordisutmostcrucial, 

andtherearelegalrights and Acts  like HIPPA or GDPR instilled 

for safeguarding patients medical information. The adoptionof 

cloud storage for maintaining medicalrecords andwideusage 

ofmobiledevices likesensorshavemadethe data more 

vulnerable to various malicious attacks and amplified the 

hazard of compromising personal information while sharing. 

[5] 

2.1. Data Security 

The medical data is subjected to many types of attack from 

time to time due to its high commercial value. Managing the 

security of information has become one of the greatest 

challenges in health care sector. Tampering of medical data 

to reap monetary benefit may have extreme consequences, 

compromising patient’s trust and organization’s credibility 

[6].The security techniques currently implemented in this 

sector is weak and vulnerable and are subjected to malware 

attack. The requests for accessing healthcare records should 

be strictly monitored and permitted based only on assigned 

access rights, minimizing the risk of data tampering or 

copying. [7]Secure sharing of data is indispensable for many 

research institutions to conduct disease research. 

The incorporation of IoT in medical field enables real time 

monitoring of vital signs and conditions of patients and 

medication management in a cost effective way. It also 

manages remote patient monitoringsaving hospitalization 

charges. Asmultiple devicesareinvolved inaccumulating 

sensitiveandpersonaldata, privacy concerns are compounded, 

as this data is shared among mobile applications and cloud 

services connected to device. [8] The use of cloud services for 

data storage is another major concern in the context of 

security. The need for high level data integration and  

interoperability of health care data, requires multiple 

organizations to share their information on internet based 

environment provided by the cloud service provider, making 

the data prone to all forms of cyber attacks like fraud, hacking 

etc.[9] Advanced Persistent Attack (APT) executed via an 

intruder or a group of intruders for a long time on a system 

can greatly damage healthcare networks. [10] 

2.2. Interoperability 

Interoperability is the method of sharing and transferring data 
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among diverse sources. [11]. In medical arena, the data 

sharing by medical institutions is significant for scientific 

research, to reduce healthcare cost and to improve quality of 

health care delivery. Interoperability in healthcare 

aimstoexchange medicalinformation between health care 

providers and patients so that they can be shared throughout 

the environment. [12] The main issue in interoperability is 

the usage of centralized storage by medical institutions 

which stores data in different formats and structures. The use 

of standards for communication, for rep- resenting clinical 

information and images have been proposed and 

implemented to ensure interoperability. [13] However 

these standards are often too general and subject to local 

interpretation and implementation. Rather than conferring to 

a single standard, health care organizations uses different 

standards leading to confusion [14].Legacy systems 

implemented prior to the introduction of standards, which are 

nonetheless in use, has limited interoperability as they were 

designed for a particular task. [15] There has been a recent 

shift in the focus of interoperability from the ‘data exchange 

between healthcare organizations’ to ‘patient driven 

interoperability’, controlled by patients. [16].This new 

approach has also introduced challenges related 

toprivacy,security, technology, governance etc. manyof them 

are yet to be resolved in traditional interoperability 

approach. 

3. SCOPE OF BLOCKCHAIN IN HEALTH CARE 

APPLICATIONS 

There is an exponential growth in the available medical data, 

mainly due to the incorporation of mobile devices and 

technologies like Internet of Things (IoT) in Health care 

Industry. The centralized nature of available storage 

concepts doesn’t comply with the requirements like 

availability, scalability and security of data. The 

decentralized and distributed nature of blockchain with 

features like immutability and scalability, makes it a suitable 

candidate to alleviate the currently existing challenges in 

Health care. 

The immutable nature of the records in blockchain ensures 

the integrity of the data, conforming that the information is 

not tampered with, which is highly required in the case of 

medical data, while used for medical research and providing 

healthcare services to patients. The decentralized storage of 

blockchain records helps in faster retrieval of data, system 

interoperability and improved data quality. The cryptographic 

techniques used for data management inblockchain ensures 

the privacy of the data. The consensus mechanism and 

encryption schemes incorporated ensures the authentication 

of information stored. [17] Another significant feature of 

blockchain is smart contracts, a set of rules specifying the 

conditions that are agreed upon by various parties  involved, 

while performing interactions.[18] The implementation of 

smart contracts in blockchain made it more convenient to 

manage the access control of various participants in the 

healthcare applications and monitor it. 

3.1. Implementing blockchain in Health care 

Applications 

Realizing the scope of blockchain in building efficient 

healthcare applications, numerous schemes incorporating 

blockchain technology were derived and implemented, 

depending upon the specific requirements of applications. 

These schemes were able to conquer many of the 

shortcomings and challenges of present healthcare 

applications. Public or private blockchain can be used based 

on requirement regarding the visibility of the medical 

data/information to the participants. Consensus algorithms 

are protocol sets which provide a technique with the help of 

which the users or machines can coordinate in a distributed 

and decentralized setting. [19] There are different consensus 

protocols like Proof of work, Proof of stake, Proof of 

Elapsed Time etc. available, which validates the transactions 

and enforce security and trust in blockchain. 

3.2. Schemes for ensuring privacy 

Ensuring security of the medical data and measures to keep 

the privacy of the patients is very critical in health care 

applications, which has been specified as a mandatory 

requirement through legal acts like HIPPA. Medical records 

can be shared among several entities involved- patients, 

research in- situations and semi-trusted cloud servers where 

the concept of Zero knowledge is  used to verify whether the 

medical data of the patient meets criteria of research institute 

without revealing the private data of the patient. [20] 

Healthcare Data Gateway (HGD), an implementation based 

on the blockchain architecture, enables sharing client’s data 

easily without compromising privacy,canbe incorporated 

inhealthcare applicationsto maintain patient’s privacy. [21] 

Zhangetal. proposed a scheme comprising consortium 

blockchain and private blockchain, incorporating the 

technology of keyword search, guaranteeing the privacyand 

protection of patient’s data. [22] Haibo Tian et al. proposes a 

scheme in blockchain is used to store the data in the diagnosis 

and treatment process by encrypting the data and using the 

shared key. Authentic parties can be reconstruct the shared 

key before the process of diagnosis and treatment begins. 

[23] 

Alevtina et al. proposed a medical record sharing system based 

on blockchain in which patient’s data is encrypted and stored 

in a cloud server. When the data is to be used, it is 

necessarytoobtain the decryption key from the data owner 

ensuring privacy of the data [24]. Antonio Emerson et al. 

proposed a blockchain based solution for data storage and a 

light weight Non-Interactive zero- Knowledge proof Scheme 

for authenticating the mobile devices used to collect the 

health care data. Attribute based Encryption is used to 

protect the shared data. [25].MedBlock, a blockchain- based 

information management system, handle patients’ 

information, with an improved consensus mechanism and 

achieves consensus in an efficient and cost effective way. It 

alsoprovide high security for data by combining customized 

access control protocols and symmetric cryptography [26] 

3.3. Schemes ensuring Interoperability 

Gaby G. Dagher et al. proposed a framework which utilizes 

smart contracts in an Ethereum- based blockchain called 

Ancile. It guarantees efficient, secure and interoperable, 

access to medical records by patients, providers, and third 

parties. [27]. Rateb Jabbar et al. proposed BiiMED: a 

Blockchain framework for Enhancing Data Interoperability 

and Integrity in EHR- sharing, which includes an access 

management system, allowing the exchange of EHRs 

between different medical providers and a decentralized 

Trusted Third Party Auditor. [28] Xia et al. developed 

BBDS [16], a high-level Blockchain-based framework, 
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which allows data owners and users to access medical records 

from a shared repository after successful authentication of the 

keys and identities. [29] OmniPHR: a distributed architecture 

model that integrates Personal Health Records for patients 

and Healthcare providers, incorporating blockchain 

technology. Patients are provided with a unified view of their 

scattered health records, and healthcare providers are given 

access to up-to-date data regarding their patients. [30] 

4. CHALLENGES 

Despite of all these features, implementation of blockchain 

has numerous disadvantages. Lack of standardization is an 

important challenge that hinders the wide acceptance of 

blockchain as solution in many domains including 

healthcare. [31] Even though decentralized architecture is  

suitable for ensuring the interoperability in health care 

applications, there is a potential threat about the privacy as 

the data is stored and retrieved from a public ledger. IoT 

Based blockchain solutions are popular in healthcare sector 

due to the wide use of mobile devices in remote health  

monitoring. But these solutions provide limited scalability, 

computationally expensive and provides additional overhead 

due to inadequate computational capacity of IoT devices like 

sensors. [32] The management of keys, used by 

cryptographic techniques for ensuring the data privacy in 

blockchain applications is another is sue that is yet to be 

resolved.[33]. There are few vulnerabilities specific to 

system’s implementation and architecture like 51% attacks, 

double spending attacks, selfish mining attacks, eclipse 

attacks, block discarding attack etc. [34] 

 

 

5. CONCLUSION 

The adoption of blockchain technology in healthcare domain 

has redesigned the aspect of healthcare applications. 

Demand for clinical data has been increased in past few 

years due to its  extensive use by researchers toidentify and find 

cure for diseases. Usage of blockchain helps to time stamp the 

records so that no one can tamper with it. It gives the patient 

the right to decide regarding who should have access to data 

and the how much information should be shared. The 

immutable and secure nature of the blockchain guarantees 

that the researcher will be getting the required relevant data, 

meanwhile patients can hold back their personal information. 

The use of blockchain has great impact on health applications 

involving IoT technology, providing better data management 

and secure data sharing. Still there are certain areas in 

healthcare that needs improvements. While implementing 

healthcare applications that involve cross borders, data 

sharing is one of the major concerns as the privacy policies 

adopted by governments in different countries are unique. 

Blockchain is not a solution to all the challenges faced by 

health industry. While developing an application, we need to 

scrutinize and evaluate the requirements, making the 

decision regarding whether incorporating blockchain can 

improvise the performance of the application. Only a 

fraction healthcare organizations, especially multinational 

organizations, have taken the initiative to understand the 

benefits of blockchain and put the effort to implement it. 

Majority of the medium and small scale organizations are 

still oblivious about its advantages. More initiatives and 

campaigns are required to popularize and encourage the use of 

this technology for building better applications. 
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